23-08-2026

ORGANISATION DOMAIN SCORE
Test BV voorbeeld.nl 19/100

1 Vulnerable
9 voorbeeld.nl

ACTION LIST

DMARC Publish a _dmarc TXT record, starting with p=none and rua so you receive reports.

DKIM Your DKIM selector may differ. Enter your selector(s) manually, or set up DKIM signing at your mail provider.
MX Without MX this domain cannot receive mail (which may be intentional for a send-only domain).

TLS-RPT Add a _smtp._tls TXT record with v=TLSRPTv1 and rua= to see TLS problems.

BIMI BIMI first requires p=quarantine/reject. After that you can publish your logo.

DNSSEC Enable DNSSEC at your DNS provider for additional integrity.

DETAILS PER ITEM

DMARC BAD
No DMARC record found.

Advice: Publish a _dmarc TXT record, starting with p=none and rua so you receive reports.

SPF 0K
~all (soft fail) - 1/10 lookups - 1include(s)

v=spfl include:spf.it4sure.cloud ~all

DKIM WARN

No DKIM found across 27 attempted selectors.

Advice: Your DKIM selector may differ. Enter your selector(s) manually, or set up DKIM signing at your mail provider.

MTA-STS INFO

No MTA-STS (optional — enforces TLS for incoming mail).

TLS-RPT INFO
No TLS-RPT (optional — reports about TLS failures).

Advice: Add a _smtp._tls TXT record with v=TLSRPTv1 and rua= to see TLS problems.



BIMI INFO

No BIMI (optional — shows your logo to recipients).

Advice: BIMI first requires p=quarantine/reject. After that you can publish your logo.

MX WARN
No MX found.

Advice: Without MX this domain cannot receive mail (which may be intentional for a send-only domain).

DNSSEC INFO
DNSSEC not detected (optional, but it strengthens your DNS).

Advice: Enable DNSSEC at your DNS provider for additional integrity.
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